Safeguards if
processing outside of

Processor Processing Country EU/EEA
Vultr UK
IP address - ip v4 or v6;
Location based on IP address;
UserAgent — including i.a. OS, browser and
screen resolution;
Any visitors submitted information on a
Customer website, eg name, email, address,
telephone number, Domain name (e.g.
hotfootfesign.co.uk)
AWS
IP address - ip v4 or v6; UK
Location based on IP address;
Ireland
UserAgent — including i.a. OS, browser and
screen resolution;
Any visitors submitted information on a
Customer website, eg name, email, address,
telephone number, Domain name (e.g.
hotfootfesign.co.uk)
Stores https://codeguard.zendesk.c
Codeguard Any visitors submitted information on a encrypted | om/hc/en-us/articles/115000
Customer website, eg name, email, address, | database | 605763-Where-is-my-data-s
telephone number, Domain name (e.g. backups | tored-How-secure-is-CodeG
hotfootfesi K on AWS uard-
otfootfesign.co.uk) servers
based in
USA
Sendgrid USA https://sendgrid.com/blog/se
Any visitors submitted information on a ndgrid-is-privacy-shield-certi
Customer website, eg name, email, address, fied/
telephone number, Domain name (e.g.
hotfootfesign.co.uk)
Google Store our email and general purpose Various https://www.google.com/clo
documents including customer information data: ud/security/gdpr/
. . centres
and employee information outside
EU
Dropbox USA https://www.dropbox.com/e
Store work files and images eg .ai .psd, jpeg n_GB/security/GDPR
etc
Xero USA https://www.xero.com/uk/ca

Store customer customer and employee
information used for invoicing and accounting

mpaigns/xero-and-gdpr/




Minutedock

Store employee names + work email address

USA

https://minutedock.com/help
/account-and-billing/complyi
ng-with-gdpr/

Bitbucket

Store websites

USA

https://www.atlassian.com/b
log/announcements/atlassia
n-and-gdpr-our-commitment
-to-data-privacy

Basecamp

Store information relating to client projects

USA

https://basecamp.com/about
/policies/privacy/privacy-shi
eld

Invision

Store website prototypes and client
comments

USA

https://support.invisionapp.c
om/hc/en-us/articles/115003
634123-Does-InVision-com
ply-with-the-General-Data-P
rotection-Regulation-for-EU-
customers-

HelloSign

Contracts

USA

https://www.hellosign.com/s
ecurity/compliance

Campaign

Monitor

Marketing lists controlled by the Customer
including names, emails, addresses,
telephone numbers etc

USA

https://www.hotfootdesign.c
o.uk/legal/cm-info.pdf
https://www.hotfootdesign.c
o.uk/legal/cm-agreement.pd
f




